
 

Policy Number: 
3026 

Date Established / 
Last Revision: 

Page 1 of 2 Payment Card Acceptance  03/22/2016 

 

Policy 3026 Payment Card Acceptance 

Established:  03/22/2016 
Revision History:   

The University of Western States (UWS) ensures payment card (debit and credit card) information is 
handled and disposed of in a manner that protects customer information, complies with applicable laws 
and regulations, and complies with the data security standards required by the Payment Card Industry 
(PCI-DSS). 
 
This policy applies to any debit or credit card that bears the logo of American Express, Discover, 
MasterCard, or VISA used in person, over the phone, by mail, or electronically. The office of financial 
services negotiates university contracts for processing payment card transactions, which are applicable 
to all university departments processing transactions.  Individual departments may not negotiate 
separate contracts with debit or credit card vendors. 
 
UWS prohibits certain payment card activities including, but not limited to, accepting payment cards for 
cash advances. The use of credit card impression devices are only approved for emergency situations 
such as power failure, equipment failure, or lack of adequate internet signal. Refunds processed for 
goods or services originally purchased with a payment card are credited back to the account of original 
purchase.  In the event the refund cannot be made to the original payment card, the refund may be by 
check. Refunds in excess of the original purchase amount are prohibited. 
 
To maintain security of payment card information: 
 

 The university prohibits transmission of payment card data via email or envelopes through campus 
mail. 

 The university requires that all external service providers handling payment card information be 
PCI-DSS compliant. 

 The university restricts access to cardholder data to those with a business need to know. 

 The university requires all payment card transactions be processed or transmitted through devices 
compliant with PCI-DSS. 

 Payment card data may not be stored on any electronic media including servers, local hard drives, 
laptop computers, tablets, external (removable) discs or drives, or telecommunication devices 
unless encrypted and otherwise fully compliant with PCI DSS. 

 Payment card data may not be stored on paper media unless for legitimate business purposes, 
securely stored, and approved by the office of financial services.  Paper records containing 
payment card data must be destroyed in a PCI compliant manner (e.g., through a mechanical 
shredder) immediately upon expiration of the intended use. 

 
The office of information technology (IT) shall regularly monitor and test the university network and 
coordinate the university’s compliance with PCI-DSS technical requirements and verify security controls 
of systems authorized to process payment cards.  Periodically, IT may independently inspect payment 
card reading devices for tampering or substitution. 
 
The office of financial services provides training to those with access to payment card data within 
university departments to ensure personnel are informed of payment card security standards and have 
an awareness of fraud, identity theft, suspicious behavior and reporting channels.  The office of 
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financial services oversees personnel acknowledgements to this policy, maintains an inventory list of 
payment card reading devices, and a list of service providers with whom cardholder data is shared.  
It is the responsibility of all persons, including but not limited to employees, trustees, students, 
contractors, and volunteers, involved in the processing of payment cards in connection with university-
related business to ensure that the payment processes and related record keeping procedures follow 
university policies and procedures, payment card industry data security standards (PCI-DSS) and all 
applicable state, federal, and legislative requirements. 
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