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Students and employees at University of Western States are provided access to electronic resources to
support their success while enrolled and/or employed at UWS. This policy also provides retention
requirements and guidance for the custody of user accounts.

I. Student Access to Electronic Resources

While enrolled at UWS, students are provided access to the student information system portal, student
email accounts, student Microsoft 365 applications, library resources, and course materials on the
learning management system (LMS). Student access to electronic resources is described below.

Enrolled Approved or Program Withdrawal or
Administrative | Completion Dismissal
Temporary
Withdrawal
Student Continuous access Continuous Access Access
Information access discontinued discontinued
System Portal within 90 days within 90 days
Off Campus Continuous access Continuous Access Access
Access to access discontinued discontinued
Library within 90 days within 90 days
Resources
Student Email Continuous access Continuous Continuous Access
access access discontinued
within 90 days
Student Continuous access Continuous Access Access
Microsoft 365 access discontinued discontinued
Applications within 90 days within 90 days
(other than
email)
Learning Access to electronic Continuous Access Access
Management course materials in the | access discontinued discontinued
System (LMS) LMS is provisioned at within 90 days within 90 days
the beginning of each
academic term and is
retained until a
student’s program
enrollment status
changes (e.g.,
graduation, withdrawal,
or dismissal).
When a student drops,
or is withdrawn from, a
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course during the
academic term, access
to that course is
terminated immediately
upon the change in
registration status.

Access to the student information system portal may be extended beyond 90 days for students who
owe a balance on their student account.

The university may restrict or discontinue access to electronic resources for students or former students
determined to be in violation of Policy 3601 Acceptable Use of Information Systems and/or Policy 9001
Student Conduct.

Il. Employee Access to Electronic Resources

Employees of UWS are provided access to a variety of electronic resources, including a UWS email
account, phone service, Virtual Private Network (VPN), and other resources as needed. Employee
access to all forms of electronic resources is discontinued at the date of separation, and the contents of
employee email accounts are permanently deleted after one year. In cases where there is a compelling
and extenuating university need, email accounts of former employees may be accessed by, or at the
direction of, university administrators following separation.

Account Type User Data Description Retention System of
Period Record

Employee Directory Account object 1 year Active Directory
Account information containing

directory

information
Employee Email Account mailbox | 1 year Office 365
Account and all emails
Employee Personal files Personal files 1 year Office 365 / File
Account stored in home Server

drive (file server)

and OneDrive

The university may restrict or discontinue access to electronic resources for employees determined to
be in violation of System policies and/or Policy 1006 Employee Conduct and Behavior Expectations.
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