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Technology infrastructure at University of Western States is managed by The Community Solution
Education System. As such, the System will formally approve, issue, and centrally maintain certain
information technology policies. Employee technology policies also apply to student workers.

System office policies governing UWS employees are listed in this policy are updated as needed by the
System, and can be accessed on the employee intranet or below. In the event there is a discrepancy
between a UWS technology policy and a System policy, UWS will adhere to the System technology
policies.

e Computer and Email Usage Policy

e Computing Device Refresh Policy

e Data Incident Notification Policy

e Highly Sensitive Data Policy

e Mobile Computing Policy

e Privacy and User Awareness and Training Policy
e Recording of Meetings Policy

e User Password Policy
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1. POLICY STATEMENT

The Community Solution Education System (“The System” or “System”) provides employees
and others with hardware, networks, systems, and software to support its business
requirements and functions. This Computer and Email Usage Policy (“Policy”) limits how
Users may use those resources and explains the steps Users must take to protect them.

2. PURPOSE

As a component of the System IT Security Program, the purpose of this Policy is to maintain
the confidentiality, integrity, and availability of the System’s information assets, and to ensure
compliance with legal, contractual, and regulatory requirements.

3. APPLICABILITY

This Policy applies to all System and Member College employees, contractors, temporary
workers, student workers, and agents who use IT resources or are involved in any way with
the System IT environment.

4. DEFINITIONS
4.1 Member College

Member College means any educational institution that is part of an affiliated education
system or group of educational institutions with the System, including but not limited to
The Chicago School, Pacific Oaks Education Corporation, the Santa Barbara and
Ventura Colleges of Law, Saybrook University, University of Western States, and the
Kansas Health Science Center.

4.2 User(s)

Any System or Member College employee, contractor, temporary worker, student
worker, and agent who uses resources provided by System IT or accesses System or
Member College networks, services, and systems.

4.3 Highly Sensitive Data

For purposes of this Policy, Highly Sensitive Data means Personal Information that may
cause serious and potentially irreparable harm to an individual to whom this Policy
applies if disclosed or used in an unauthorized manner.
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An individual’s name, or any other direct or indirect identifier of an individual, in
combination with any one or more of the following data elements about the
individual:

Social security number

Driver's license number or state identification card number
Passport or Foreign Visa number

Financial account number, or credit card or debit card number
FERPA education record information

Protected health information

4.4 Digital Millennium Copyright Act (DMCA)

For the purposes of this Policy, the DMCA refers to U.S. federal legislation enacted to
address the rights of copyright holders. It provides guidelines for copyright protection
and enforcement, imposing liabilities for the unauthorized copying, distribution, and use
of copyrighted digital materials. This Act requires people to comply with copyright laws,
particularly in the context of Internet and digital media, to prevent the illegal duplication
and distribution of copyrighted content.

5. PROCEDURES

5.1.

5.2.

General Use of IT Resources

The System provides network resources and systems for business purposes. Any
incidental non-business use of the System’s IT resources must be for personal
purposes only. Users must not use the System’s IT resources for commercial
purposes, personal gain, or any purpose that may create a real or perceived
conflict of interest with the System.

Users must not use the System’s IT resources in a manner that negatively impacts
their job performance or impairs others' abilities to do their jobs. The System’s
network and systems are subject to monitoring.

Users must not use the System's IT resources for activities that may be deemed
illegal under applicable law including DMCA. If the System suspects illegal
activities, it may report them to the appropriate authorities and aid in any
investigation or prosecution of the individuals involved.

Prohibited Activities

The System prohibits using its resources to engage in activities such as (but not
necessarily limited to) the following:

e hacking, spoofing, or launching denial of service attacks;

e gaining or attempting to gain unauthorized access to others' networks or
systems;

¢ sending fraudulent email messages;
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¢ distributing or attempting to distribute malicious software (malware);

e spying or attempting to install spyware or other unauthorized monitoring or
surveillance tools;

e committing criminal acts such as terrorism, fraud, or identity theft;

e downloading, storing, or distributing child pornography or other obscene
materials;

e downloading, storing, or distributing materials in violation of another's
copyright;

e creating undue security risks or negatively impacting the performance of
the System’s network and systems;

e causing embarrassment, loss of reputation, or other harm to the System or
a Member College;

e uploading, downloading, or disseminating defamatory, discriminatory,
vilifying, sexist, racist, abusive, rude, annoying, insulting, threatening,
obscene, or otherwise inappropriate or offensive messages or media;

o distributing joke, chain letter, commercial solicitations, or hoax emails or
other messages (spamming);

e disrupting the workplace environment, creating a hostile workplace, or
invading the privacy of others;

e using encryption or other technologies in an attempt to hide illegal,
unethical, or otherwise inappropriate activities;

e bypassing, or trying to bypass, any copyright protection mechanisms, such
as, but not limited to, Digital Rights Management (DRM) technologies;

e downloading, copying, changing, or distributing any digital media, such as,
but not limited to, software, music, movies, and books, in a way that violates
security protection rules;

e sharing, uploading, or hosting copyrighted material online without proper
authorization; and

¢ uploading or downloading copyrighted material without a license or explicit
permission from the copyright holder;

5.3. Internet Use

The internet offers a variety of services that Users depend on to work effectively.
However, some technologies create undue risks to the System's assets. Some
uses are not appropriate in the workplace. The System may block or limit access
to particular services, websites, or other internet-based functions according to risks
and business value. Inappropriate or offensive websites may still be reachable, but
Users must not access them using System resources. Users must limit their web
browsing and access to streaming media (such as videos, audio streams or
recordings, and webcasts) to business purposes or as otherwise permitted by this
Policy. Users’ internet use must comply with this Policy.

All internet data that is composed, transmitted, or received via the System’s IT
Environment is considered to be part of the official records of TCS and, as such,
may be subject to disclosure to law enforcement or other third parties.
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5.4.

5.5.

5.6.

5.7.

Consequently, Users should always ensure that the information contained in email
messages and other transmissions is accurate, appropriate, ethical, and lawful.

Sending E-Mail

Users must exercise utmost caution when sending any email from inside the
System network to an outside network. Highly Sensitive Data should never be
forwarded to an outside network by any means. System email must not be
configured to auto-forward to an external email address.

Expectation of Privacy

To ensure compliance with this Policy, Users’ use of IT resources, including but
not limited to devices and internet or email usage, may be monitored. Therefore,
Users should have no expectation of privacy when using the System’s IT
resources.

Compliance with Policies

Users agree that their use of the System’s IT resources is subject to this Policy
and any additional policies, procedures, standards, and processes the System
implements, including but not limited to, the Highly Sensitive Data Policy, Privacy
and User Awareness and Training Policy, Data Incident Notification Policy,
Mobile Computing Policy, and Social Media Policy.

Duty to Report/Violations of Policy

Users should notify the VP of IT Services upon learning of any violations of this
Policy. Users who violate this Policy will be subject to disciplinary action, up to
and including termination of employment.

6. RELATED DOCUMENTS

Highly Sensitive Data Policy

Privacy and User Awareness and Training Policy

Data Incident Notification Policy

Mobile Computing Policy

Social Media Policy
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1. POLICY STATEMENT

Employees of The Community Solution Education System (“The System” or “System”) and its
Member Colleges access applications and data using a variety of devices, such as a laptop
computer, desktop workstation, smart device, and in-class learning devices. The System
provides some of these devices and associated equipment for employees, and also allows
limited access to business applications and data through personally owned devices (see
Mobile End User Device Policy).

In order to maintain an stable, supportable, technically current inventory of computers, the
System defines and manages a standard technology refresh cycle for equipment, according
to the device types.

PURPOSE

The purpose of this Policy is to orient employees to technology refresh standards and to
ensure System-owned equipment is purchased, supported, maintained and retired in a
standard manner.

APPLICABILITY
This policy applies to all fulltime employees of the System and its Member Colleges.

DEFINITIONS
4.1 Member College

Member College means any educational institution that is part of an affiliated education
system or group of educational institutions with the System, including but not limited to
The Chicago School, Pacific Oaks Education Corporation, the Santa Barbara and
Ventura Colleges of Law, Saybrook University, University of Western States, and the
Kansas Health Science Center.

4.2 Device
Any computing mobile personal computer (e.g., laptop), consumer device (e.g.,

smartphone, tablet) or other mobile device that can store information and connect to
networked information technology resources.

4.3 User(s)

Any System or Member College employee, contractor, temporary worker, student
worker, and agent who uses a Mobile End-User Device that accesses System or
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Member College networks, services, and systems or is used to conduct System or
Member College business.

5. Refresh Policies by Device Type

5.1.

5.2.

Laptop and Desktop Computers

All fulltime employees of the System and its Member Colleges are issued one laptop
computer or desktop computer upon hire. Users who are not fulltime employees are
not issued computers unless an exception is requested and approved by the Chief
Information Officer.

The computer will come out of System inventory, and may be a new or previously-
used machine that has been restored for re-distribution. The computer refresh
schedule will be based on the cumulative age and use of the computer. Thus, the
refresh time cycle will not start over if a used computer is provisioned to a new
employee.

The computer is permanent property of the System. It does not belong to the employee
or Member College. Employees and Member Colleges are not permitted to trade,
swap, sell, donate, or reformat their computer. Retired computers must be returned to
IT for secure e-wasting.

Current computer standards and refresh time cycles are maintained in the following
article: When will my company-issued machine be updated/refreshed/upgraded?

Monitors and Peripherals

Employees who have a designated work area desk (e.g., cubicle, office) at a System
office or Member College campus will be provided additional peripherals and
equipment to complete a full workstation setup. Current equipment standards are
maintained in the following article: What peripheral devices does Information
Technology provide?

Desktop computers, monitors and peripherals are to remain in the workers location. If
the employee is scheduled to move to a different desk or office location, IT must be
contacted to physically move and re-install the workstation setup in the new location.
Desktop computers and workstation equipment must not be removed from the
workarea by non-IT employees.

Monitors and peripherals have long lifetimes and are therefore not refreshed on a
defined cycle. If equipment experiences problems, employees should contact the Help
Desk to have it fixed or replaced.



https://helpdesk.tcsedsystem.edu/hc/en-us/articles/6857060649495
https://helpdesk.tcsedsystem.edu/hc/en-us/articles/6857134835223
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5.3.

5.4.

5.5.

Equipment for Remote Work

Monitors and peripherals for use in the home or other locations outside of offices and
campuses are not provided to employees. At their discretion, the System Office and
Member Colleges may opt to announce and manage a reimbursement program for
home workstation equipment. Please contact your local HR representative to inquire
about any such programs that may be in effect. IT may assist employees in making
choices for remote equipment purchases, but will not make those purchases on behalf
of the employee. The System does not refresh any equipment for remote working,
except for the issued laptop computer.

Mobile Devices

Please refer to the Mobile End-User Device Policy regarding mobile device usage with
the System’s IT systems.

Lost or Stolen Laptop Computers

If an employee’s laptop is suspected to be stolen or missing, employees aware of the
loss or theft should immediately report the loss or theft to System IT, and the employee
must follow all applicable requirements in the Data Incident Notification Policy. The
employee may also be required to file a police report related to the stolen computer,
which will be stored in the HR management system.

The cost to replace a lost or stolen computer is the responsibility of the Department or
Member College of the employee. A computer will be purchased or pulled from
inventory once IT is informed of who will pay for the replacement.

6. RELATED DOCUMENTS

¢ Highly Sensitive Data Policy

¢ Data Incident Notification Policy

o Computer and Email Usage Policy

o Mobile Phone Reimbursement Policy
7. CONTACTS

Information Technology
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1. POLICY STATEMENT

The purpose of this Data Incident Notification Policy (“Policy”) is to encourage prompt
reporting of incidents involving the unauthorized or inadvertent disclosure, use of, or access
to Sensitive Data maintained by or on behalf of TCS Education System (“TCSES”).

PURPOSE

TCSES, for itself and on behalf of its affiliates, processes, maintains and accesses a
significant amount of Sensitive Data which is essential to the mission and operations of
TCSES and its affiliates. TCSES values the privacy and security of such Sensitive Data,
seeks to comply with legal obligations related to data privacy and security, and recognizes
that data privacy and security issues continue to expand and evolve. Where TCSES suspects
or becomes aware that Sensitive Data has been compromised, TCSES seeks to take prompt
and appropriate action in accordance with applicable law and institutional policies.

In order to do so, TCSES employees and personnel and Affiliate employees and personnel
who suspect or become aware of a Data Incident are required to immediately report such
incidents pursuant to this Policy. Prompt reporting is critical to ensure that TCSES is able to
(1) investigate, address, and remediate such incidents; (2) timely comply with any applicable
notification or reporting requirements under local, state, federal, or international law; (3)
submit any applicable claims for insurance coverage or indemnity against third-parties; and
(4) take any other necessary and appropriate action to mitigate actual or potential harm to
individuals, TCSES, or its Affiliates. The intent of this Policy is to reduce overall risks and
address the continued importance of robust data security and privacy policies.

APPLICABILITY

This Policy applies to all TCSES and Affiliate employees, contractors, temporary workers,
student workers, and agents who have access to and handle Sensitive Data. This Policy
covers all computer systems, network devices, and any additional systems that store, process,
transmit or access Sensitive Data. This Policy also applies to all information systems,
regardless of ownership or location, used to store, process, transmit or access Sensitive Data
maintained by or on behalf of TCSES and/or an Affiliate(s) (this includes, for example, an
employee’s personal system(s)/device(s) if that system/device is used to store, process,
transmit or access Sensitive Data on behalf of TCSES and/or an Affiliate(s)).

DEFINITIONS

41 Data Incident

A Data Incident occurs when an event or collection of events or activities is suspected
to have caused or resulted in the exposure (regardless of whether a device or system
is encrypted or unencrypted) of Sensitive Data maintained by or on behalf of TCSES
to persons not authorized to have or access such Sensitive Data. The suspected or
actual disclosure of information subject to this Policy may occur through theft, mistake,
loss of control, compromise, unauthorized disclosure, unauthorized acquisition,
unauthorized access, or any similar term referring to situations where persons other

LEGAL02/40348169v1




TCS

Policy Title: Data Incident Notification Policy

Policy Sponsor(s): Chief Information Officer; General Counsel Page: 20f3

Education System Approval Date: 06/15/2021 Effective Date: | 06/15/2021 | Revision Date: | N/A

4.2

than authorized users and for an other than authorized purpose have access or
potential access to Sensitive Data, whether physical or electronic.

A Data Incident also occurs when a suspected or actual exposure of Sensitive Data
may constitute the violation or imminent threat of violation of any applicable law or
regulation, or TCSES policies or procedures.

A Data Breach is a specific type of Data Incident that may require notification to
affected individuals, regulatory agencies (including the U.S. Department of Education),
or credit reporting agencies under applicable law, or to other individuals or entities
pursuant to contractual obligations.

Sensitive Data

For purposes of this Policy, Sensitive Data includes any one or more of the following
data elements about an individual:

Social security number

Driver’s license number or state identification card number

Passport or Foreign Visa number

Financial account number, or credit card or debit card number

FERPA protected information (e.g., student information and grades)

HIPAA protected information (e.g., health, medical, or psychological
information)

The categories of information that constitute “Sensitive Data” under this Policy may
be different from the categories of information that constitute “Highly Sensitive Data”
or “Personal Information” under other policies.

5. PROCEDURE

5.1.

Immediate Reporting

Any individual who suspects that a Data Incident has occurred must immediately notify
his/her immediate supervisor with a copy to both the Office of General Counsel
(“OGC”) via email to OfficeGeneralCounsel@tcsedsystem.edu and the Information
Technology Department (“IT”) via email to TCS-CyEmergency@tcsedsystem.edu,
and include a description of the Data Incident with as much detail as is available at the
time, including without limitation, the following information:

the date and time of the Data Incident

the method of disclosure,

the number of individuals whose Sensitive Data may have been impacted,
the categories of Sensitive Data involved,

the number of unauthorized recipients of the Sensitive Data,

if a Data Incident originated with a third-party, a copy of any notification
received from the third-party pertaining to the matter, and

LEGAL02/40348169v1
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5.2.

e fthe Data Incident involves data maintained on behalf of TCSES or an Affiliate
by a third-party, a copy of any and all contracts between TCSES/Affiliate and

the third-party.

Immediate reporting is critical as there may be time sensitive requirements to report

the matter to, among others, impacted individuals; state, federal or international

authorities; insurance carriers; or other third-parties.

Investigation by TCSES

IT, in consultation with OGC, will investigate reported Data Incidents to confirm
whether an incident is a Data Breach and reportable to any applicable authority or
third-party. If a Data Breach has occurred, OGC will advise the involved business
units on what notifications, reports or other actions are required to be taken under
applicable law and contracts. If a Data Incident does not implicate any IT infrastructure,
OGC may appoint a party other than IT to investigate the reported Data Incident.

6. ENFORCEMENT

Failure to follow this policy can result in disciplinary action, up to and including termination.

7. CONTACTS

Office of General Counsel
Information Technology

LEGAL02/40348169v1
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1. POLICY STATEMENT

The risk of unauthorized disclosure of Highly Sensitive Data is elevated when that data is stored
on Individual-Use Electronic Devices and Individual-Use Electronic Media, or on Cloud Services
outside of the control of The Community Solution Education System ("The System” or
“System”). Therefore, the System limits the circumstances under which Highly Sensitive Data
may be stored in these locations. It further mandates that all of the requirements that follow be
met when Highly Sensitive Data must be stored on individual-use electronic devices or
electronic media.

It is the responsibility of individuals to determine if they maintain or have access to Highly
Sensitive Data on their device(s) and media and, if so, to ensure compliance with this Highly
Sensitive Data Policy (“Policy”). Failure to comply with requirements of this Policy will result in
disciplinary action up to and including termination.

2. PURPOSE

As a component of the System IT Security Program, the purpose of this Policy is to limit the risk
of unauthorized access to Highly Sensitive Data. While other types of sensitive data exist and
must be handled appropriately, the negative impact of unauthorized exposure of data
specifically covered by this Policy is especially acute.

3. APPLICABILITY

This Policy applies to all System and Member College employees, contractors, temporary
workers, student workers, and agents who are involved in any way with the System IT
environment.

4. DEFINITIONS
4.1 Member College

Member College means any educational institution that is part of an affiliated education
system or group of educational institutions with the System, including but not limited to
The Chicago School, Pacific Oaks Education Corporation, the Santa Barbara and
Ventura Colleges of Law, Saybrook University, University of Western States, and the
Kansas Health Science Center.

4.2 Cloud Service

Any system, infrastructure, platform, or software hosted by a third-party provider through
the internet and providing on-demand availability of computer system resources,
especially data storage and computing power, without direct active management by the
System.
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4.3 Highly Sensitive Data

For purposes of this Policy, Highly Sensitive Data means Personal Information that may
cause serious and potentially irreparable harm if disclosed or used in an unauthorized
manner.

4.4 Personal Information

An individual's name, or any other direct or indirect identifier of an individual, in
combination with any one or more of the following data elements about the individual:
Social security number

Driver's license number or state identification card number

Passport or Foreign Visa number

Financial account number, or credit card or debit card number

FERPA education record information

Protected health information

4.5 Individual-Use Electronic Devices

Computer equipment, whether owned by the System, a Member College, or an
individual, that has a storage device or persistent memory, such as desktop
computers, laptops, tablets, smart phones, and other mobile devices, such as servers
(including shared drives), printers, routers, switches, firewall hardware, clinical
workstations, medical devices, etc.

4.6 Individual-Use Electronic Media

All media, whether owned by the System, a Member College, or an individual, on which
electronic data can be stored, including but not limited to external hard drives,
magnetic tapes, diskettes, optical media, and USB storage devices (e.g. thumb
drives).

4.7 IT Environment

The IT environment encompasses all System IT systems, resources, and facilities and
all electronically stored, processed, transmitted, printed, or faxed information.

5. PROCEDURES
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5.1. Storing Highly Sensitive Data on Individual-Use Electronic Devices and
Individual-Use Electronic Media

o Highly Sensitive Data must be securely encrypted on the Individual-Use
Electronic Device or Individual-Use Electronic Media, according to encryption
methods recommended by the System IT department.

o Where possible, a log-in password must be enabled for any Individual-Use
Electronic Devices or Individual-Use Electronic Media containing Highly
Sensitive Data. The password must meet or exceed appropriate complexity
levels consistent with ongoing IT directives or instructions. The password must
not be shared with anyone and follow the requirements stated in the User
Password Policy.

¢ No device may be left unattended if it is not locked.

o Any Highly Sensitive Data stored on an Individual-Use Electronic Device or
Individual-Use Electronic Media must be deleted from the device or media as
soon as storage of the Highly Sensitive Data on that device or media is no
longer necessary.

e Management of the Individual-Use Electronic Device or Individual-Use
Electronic Media may not be outsourced to any party external to the System.

5.2. Cloud Services

The System may use Cloud Services for some computing and data storage activities
based on business needs. Cloud Services store data and provide services in internet-
accessible data centers that may be located almost anywhere. Cloud Services vary
significantly in their service levels and security measures. While Cloud Services may
offer an attractive cost model, they also present significant risks. Using them may also
affect TCS’s ability to comply with some laws. Before using any Cloud Services to
collect, create, store, or otherwise manage Highly Sensitive Data, you must obtain
approval from the System’s Information Technology department.

5.3. Compliance with Policies

Users agree that their use of the System’s IT resources is subject to this Policy and any
additional policies, procedures, standards, and processes the System implements,
including but not limited to, the Highly Sensitive Data Policy, Privacy and User
Awareness and Training Policy, Data Incident Notification Policy, Mobile End-User
Device Policy, and Social Media Policy

6. RELATED DOCUMENTS

Computing Device Refresh Policy
Computer and Email Usage Policy
User Password Policy

Mobile End-User Device Policy
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7. CONTACTS

Information Technology
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1. POLICY STATEMENT

All TCS Education System ("TCSES") data stored on a TCSES computer must be stored on
the shared network drive assigned to your specific department or to you as an individual.
Storing TCSES data on the (network drive will ensure that the data you are working with is
backed up and can be restored if necessary. If you need this data outside of the office, you
should use the TCSES VPN to connect remotely and perform your work. If that is not feasible,
then you may copy the data onto your local hard drive provided that approved technologies
are used to encrypt the data. Contact IT for information on the use of approved encryption
technologies.

1.1 Laptop Computers

Laptop computers should stay in the possession of the user whenever possible. If the
laptop cannot be in the possession of the user, all efforts should be taken to prevent the
loss of the laptop and the TCSES information stored within it. For instance, if left in a car,
it should be stored out of sight and locked up safely; if left in a hotel room, it should be
turned off and out of sight. A laptop computer should never be left logged on and
unattended. The laptop should be secured when in use outside the office. This can be
accomplished by using a physical laptop cable lock, a secured docking station, placing the
laptop in a secured area, etc. Cable locks can be obtained by calling the TCSES IT Help
Desk at x 8600.

1.2 Handheld Devices
Mobile phones, iPads and other handheld devices may contain TCSES information in e-
mails, attachments, or addresses. They should never be left unattended. Whenever
possible the following security features should be enabled on these devices:

e A device password must be enabled
e An auto-lock timeout should be set to no more than 2 minutes

1.3 Lost or Stolen Computing Equipment
If any mobile/wireless computing equipment is lost or stolen, it should immediately be
reported to the facility from which it was obtained. The IT Department is then able to "wipe"
the information from the device, should that be necessary.

2. PURPOSE

As a component of the TCSES IT Security Program, the purpose of this policy is to maintain
the confidentiality, integrity, and availability of the TCSES information assets, and to ensure
compliance with legal, contractual, and regulatory requirements.

APPLICABILITY

This policy applies to all TCSES employees who use company-issued computing and
communication devices (e.g., personal computers, cellular phones, Blackberries, PDAs, etc.)
which may contain TCSES information and may be taken out of the office.
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4. DEFINITIONS
4.1 Availability
The protection of IT assets from loss and ensuring that they are available to authorized
persons or processes whenever and wherever required.
4.2 Confidentiality
The safeguarding of information from access by unauthorized persons or processes.
4.3 Integrity
The completeness and accuracy of information assets.
4.4 IT Security

The provision of organizational, technical, and social measures to preserve the
confidentiality, integrity, and availability of IT assets against unauthorized access,
damage, or interference, by both malicious and accidental means.
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1. POLICY STATEMENT

Technical security controls are a vital part of our information security framework; however,
they are not sufficient to secure all of The Community Solution Education System’s (“The
System” or “System”) information and data without employees being thoughtful in the way
they handle and protect information. Effective information security requires the awareness
and support of all staff to identify threats that are not detected by available technology
controls. Risks frequently occur in the form of Social Engineering attacks, Spam, and other
Malware attacks which specifically target humans rather than technology.

Compliance with this Privacy and User Awareness and Training Policy (“Policy”) is
mandatory for all Users, as defined in the Definitions section. The System will monitor
compliance and non-compliance with this policy and may report the results of training and
Social Engineering exercises to managers, department heads, the President of the System,
or the President’s Direct Reports.

2. PURPOSE

This Policy is a component of the System’s security program. It sets forth the internal
information security awareness and training that is designed to inform all Users about their
obligation to keep System information secure. By completing ongoing training, Users will
become increasingly more knowledgeable about potential cyber threats and will learn about
the training tools designed to defend against these threats.

3. APPLICABILITY

This policy applies to all Users, as defined in the Definitions section.

4. DEFINITIONS

4.1 Social Engineering

A term used for maliciously using human interaction to trick Users into making
security mistakes or giving away data to any individual(s) not authorized to possess
such data.

4.2 User(s)

Any person who possesses an active email account that is managed by the
System’s Information Technology department. This includes full-time, part-time,
and temporary employees. It excludes Students.

4.3 Phishing

An attempt by a malicious actor to harm a company or individual by obtaining
sensitive information through email.

4.4 Spam
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Unsolicited email used as a means of selling products or services to a large market
of buyers. This is also referred to as “junk mail.”

4.5 Highly Sensitive Data
Highly Sensitive Data means Personal Information that may cause serious and
potentially irreparable harm to a User if disclosed or used in an unauthorized manner.

4.6 Personal Information

A User’'s name, or any other direct or indirect identifier of an individual, in combination
with any one or more of the following data elements about the individual:

Social security number

Driver's license number or state identification card number

Passport or Foreign Visa number

Financial account number, or credit card or debit card number

FERPA education record information

Protected health information

4.7 Malware

This term is short for malicious software and refers to computer programs designed
to alter computers in a damaging way without users’ consent. Malware is a broad
term that covers different types of threats, such as viruses, spyware, worms, trojans,
rootkits, and others.

4.8 Information Asset

Information Asset as it pertains to organizational risk, is information or data that is
of value to the System, including but not limited to personal health information,
intellectual property, personally identifiable information, student financial
information, credit card information or customer information that requires
protection. Information Assets can be in the form of paper, CD’s, or other media
stored electronically on databases, files, or personal workstations and System
workstations.

5. PROCEDURES

The first line of defense for Phishing and Social Engineering attacks is the User. The goal of
User awareness and training is to educate Users on the various tools, tactics, and procedures
that attackers use to engage and trick Users into performing an action that is damaging to
themselves or to the System. The System will provide Users with training that will focus on
Social Engineering and Phishing campaigns and may address other topics as new threats
emerge. It is mandatory for Users to complete such training and any necessary retraining
within the timeframe announced.
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5.1. Training Exercises

The System will periodically send Users training in the form of a link in an email.
Training frequencies are based on current and trending threats as it relates to
Phishing and Social Engineering attacks. Training links will be sent to the User’s inbox
in an email and will direct the User to their personal training web portal, which will
outline:

o Current training videos and/or documents and deadlines to complete the
required training.
o Any policies that are required to be formally acknowledged.

5.2. Testing

Users will be tested on their understanding of training exercises. During and/or after
training exercises, Users may be asked questions that require an answer before
moving on. The results of whether the test taker passed the test or failed will be logged
for review. Those who can review test results include the User who took the test,
managers, department heads, President’'s Direct Reports and the President of the
System.

5.3. Simulated Phishing Campaigns

Simulated Phishing campaigns are safe phishing attacks that are sent by information
technology staff to gauge a User’s effectiveness at spotting a phishing email. TCS will
engage in simulated Phishing campaigns designed to give information technology
staff results based on the User’s response, to be used to tailor future training exercises.

5.4. Supplemental Training

Supplemental training may be provided to develop additional User awareness
materials regarding Social Engineering and Phishing techniques beyond training
exercises. Supplemental training does not test the User. Its purpose is to provide
materials for additional learning on current and trending scams and are not part
of mandatory training.

5.5. Disciplinary Action

All Users who are employees of the System are required to adhere to this Policy as a
condition of their continued employment. Any User that does not comply with this
Policy will be referred to their supervisor for disciplinary action. Third party Users that
do not comply with this Policy may be subject to having their System email accounts
disabled.

5.6. Compliance with Policies

Users agree that their use of the System’s IT resources is subject to this Policy and any




Policy Title: Privacy and User Awareness and Training Policy
TC S Policy Sponsor(s): Chief Information Officer Page: 40f4
Education System Approval Date: 12/15/2020 Effective Date: 12/15/2020 Revision Date: | 7/18/2023

additional policies, procedures, standards, and processes the System implements,
including but not limited to, the Highly Sensitive Data Policy, Privacy and User
Awareness and Training Policy, Data Incident Notification Policy, Mobile End-User
Device Policy, and Social Media Policy

6. RELATED DOCUMENTS

e Highly Sensitive Data Policy

e Computer & Email Usage Policy

e Mobile End-User Device Policy

e Password Management Policy
7.CONTACTS

e Manager, Information Security
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1. POLICY STATEMENT

The provisions of this Recording of Meetings Policy (the “Policy”) balance the promotion of
the free and open sharing of ideas in an environment of mutual respect and trust with those
legal and business interests regarding confidentiality, consent, and privacy implicated by the
proliferation of teleconferencing, videoconferencing, and other technologies that assist in
remote work and allow users to readily make, store, and/or share audio and visual recordings
of meetings, calls, discussion, or other conversations.

2. PURPOSE

The purpose of this Policy is to establish requirements and best practices — consistent with
state and federal law — for the making, use, retention, and destruction of recordings of
meetings conducted via telephone, videoconference (such as Zoom or Microsoft Teams), or
any other shared audio or visual means.

3. APPLICABILITY

This Policy applies to any meeting conducted by, or on behalf of TCS Education System
(“TCS”), including all TCS employees, volunteers, or interns, and any individual using TCS
resources, when organizing or attending a meeting that would allow for any combination of
audio and/or video recording or sharing via any network owned or managed by TCS, or via
the internet.

This Policy does not apply to recordings made with a single person such as instructional
content, training videos, safety presentations, marketing presentations, or briefings.

4. DEFINITIONS
4.1 Meeting
Any assembly or coming together of two or more people for a particular purpose, either
in person or online, including but not limited to meetings, calls, instruction, discussion
groups, town halls, committee meetings, or other conversations.
4.2 Recording
Any action or process by which the audio or video of a particular event is stored (on
any tape, disk, electronic, or digital means) in a manner that would allow the audio or
video to be heard or seen at a later date.
5. PROCEDURES
5.1. Recording Meetings

Meetings should only be recorded where there is a specific and practical necessity for
doing so. Examples include:
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5.2.

e to support asynchronous education delivery;

e live trainings that must be offered asynchronously for those not in attendance;

e« meetings that need to be offered asynchronously for those not in attendance;
and

o to assist with the preparation of meeting minutes where the recording will be
retained and destroyed in accordance with the provisions of this Policy.

In-person and remote meeting practices must remain consistent. Specifically, any
meetings that would not be recorded if conducted in person, should not be recorded if
that same meeting were instead conducted remotely.

Screenshots, photography, or other copying of chat exchanges (via Windows snipping
tools, print screen functions, etc.) is prohibited unless permission is granted by the
meeting’s host and advance notice to all participants is provided consistent with this
Policy (see Section 5.2).

Consent to Record Meetings

In order to comply with state and federal law, when recording is to occur during any
meeting, all parties must be notified either prior to or upon the commencement of the
recorded meeting. This requirement applies to any recording method regardless of
whether the recording is accomplished by a feature contained in a video conferencing
application or by the use of a separate program or device.

Notice of recording can be included in an automatic notice via the recording software
used to record the meeting (where that notice is provided to all participants); in a
meeting invitation, agenda, or separate communication; or upon commencement of
the recording. The notice must be clear, easily understandable, and conspicuous
enough to allow any party who does not consent to the recording the ability to object
to the recording.

Whenever possible, the notice should also include:
e the intended subject matter of the meeting, including whether any sensitive

topics might be discussed;

the anticipated meeting audience;

how the meeting will be recorded;

whether the invitees are permitted to record the meeting;

how the recording will be used, including whether the recording will be

uploaded to the internet, or otherwise shared, transmitted, or published;

if, when, and where the recording will be available and for what duration;

e« whether any third parties beyond the anticipated audience will record, have
access to, or otherwise retain any content; and

o other relevant details that could influence an individual’s decision to attend or
participate in the meeting.
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5.3.

5.4.

Consents to recording are specific to the party providing notice, and thus receipt of
consent by one individual providing notice does not establish a general license for
others participating in a given meeting to also record that meeting.

Recordings of Meetings without Consent

Recording meetings without consent, including the covert or secret recording of
meetings, is prohibited.

When any participant in a meeting objects to the recording of a meeting, no part of the
meeting shall be recorded until all concerns regarding the recording of the meeting
have been resolved and all participants consent to the recording of the meeting.

Arranging for others to record meetings without consent, regardless of the purpose, is
prohibited.

Receiving, downloading, sharing, transmitting, or publishing covert or secret
recordings of meetings is prohibited.

Use and Sharing of Recordings of Meetings

In order to promote the free and open sharing of ideas in an environment of mutual
respect and trust, to comply with state and federal privacy laws, and with the
understanding that ideas or opinions expressed in a meeting may not be fully formed,
researched, or provided in context, recordings of meetings should not be shared
outside of the articulated practical or business purpose(s) for which they were created
or intended.

Any device used to record a meeting must comply with TCS’s policies regarding the
use of technology and storage of data, including TCS’s System Computer & Email
Usage Policy, Internet Usage Policy, Mobile Computing Policy, and Data Incident
Notification Policy.

Where the recording of a meeting includes, or potentially includes, personally
identifiable information, privileged information, confidential information, or highly
sensitive data, the recording, storage, and handling of such a recording must comply
with state and federal laws regarding the protection of such information, along with any
applicable TCS policies regarding the protection of such data.

Recordings of meetings must not be uploaded to the internet, or otherwise shared,
transmitted, or published without the prior written consent of all meeting participants.

Recordings of meetings must not be shared with any individuals or entities not affiliated
with TCS without the prior approval of TCS’s Office of General Counsel.
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5.5.

5.6.

5.7.

Retention of Recordings of Meetings

Unless specifically articulated in a more specific TCS policy or procedure establishing
that the recording is an official record, or unless necessary for the continued
asynchronous delivery of education or training, recordings of meetings should be
considered Transitory Communications as that term is defined in TCS’s Records
Management and Retention Policy — documents of temporary usefulness that are
connected to TCS business but have only a short-term business value and are not
essential to the fulfillment of statutory obligations or to the documentation of TCS’s
functions. Thus, unless a legal hold notice or similar mandate has been issued,
recordings of meetings should be destroyed as soon as they are no longer relevant to
their particular purpose or are obsolete.

Where meetings are recorded to assist with the preparation of meeting minutes, such
recordings should be retained only until after the written minutes of that particular
meeting have been approved by the relevant authority, unless the recording is subject
to a legal hold notice or similar mandate.

Recordings of meetings made via Zoom videoconferencing software platform must be
stored using Zoom'’s “Record to the Cloud” feature. Recordings of meetings made via
Zoom videoconferencing platform must not be locally recorded or saved to any local
or personal device. Zoom cloud recordings will be managed by TCS’s IT department
and deleted after six (6) months if not deleted earlier by the recorder consistent with

this Policy.

Any questions regarding the need to maintain recordings of meetings should be
addressed to TCS’s Office of General Counsel.

Recorded Meetings Including Copywritten Works

In order to avoid creating a prohibited duplication of copywritten material in violation of
federal law, the portion of any meeting which includes the presentation of copywritten
work(s) (such as film or television shows) not owned by TCS or members

of the meeting in question, or not licensed for duplication or distribution, should be
excluded from the recording of any meeting.

Recordings for Security Purposes

This Policy does not apply to recordings to prevent or deter crimes, protect public
safety, and/or facilitate official investigations into criminal activities or violations of
policy. Nothing in this Policy should be read or understood to limit the ability of TCS to
create, obtain, review, maintain, and/or share such recordings in any way which, in
TCS’s view, furthers a legitimate public safety or investigative purpose and does not
otherwise conflict with applicable state or federal law.
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Nothing in this Policy should be understood to limit the ability of anyone to openly
record a law enforcement officer in the performance of their official duties, subject to
applicable state or federal law.

5.8. Violations of this Policy

TCS employees who fail to comply with the provisions of this Policy may be subject to
disciplinary action, up to and including dismissal from employment.

6. RELATED DOCUMENTS

TCS Records Management and Retention Policy
TCS Computer & Email Usage Policy

TCS Internet Usage Policy

TCS Mobile Computing Policy

TCS Highly Sensitive Data Policy

TCS Data Incident Notification Policy

TCS Code of Ethics & Professional Conduct

7. CONTACTS

e TCS Office of General Counsel
TCSIT
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1. POLICY STATEMENT

The Community Solution Education System (“The System” or “System”) maintains
standards for the creation of strong passwords, the protection of those passwords, and
the frequency of changing passwords.

2. PURPOSE

Passwords are an essential aspect of computer and information security. They are the
front line of protection for user accounts and systems. This User Password Policy
(“Policy”) reduces our overall risk and aligns the System with standards we must follow
to adhere to compliance requirements, such as those mandated by the Payment Card
Industry (PCI). This policy specifies minimum components for a strong password, and
requirements for maintaining the privacy of a user account password.

3. APPLICABILITY

All employees of the System and its Member Colleges who access one or more systems
in connection with their job function. This includes information systems maintained by
the System as well as by vendors and other third parties.

4. PROCEDURES
4.1. Password Complexity Requirements
e Must be a minimum length of at least eleven characters.
e Must contain an upper-case letter, lower-case letter, and a number or special character.
e Passwords may not include any part of the user's name.

¢ New passwords cannot be the same as any of the user’s four previously used passwords.

4.2. Frequency of Change
e Passwords must be changed at least every 90 days.

e Users will receive notice 14 days prior to password expiration along with
directions for how to change it.

4.3. Controls
e Accounts are temporarily locked-out after six invalid access attempts.

e Once a user account is locked out, it remains locked for 30 minutes or until a
system administrator resets the account. Contact the Help Desk for assistance
in unlocking an account.

o Requests to have a forgotten password reset will require verification of the
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requester’s identity or to use the automated password reset website,
accessible from the IT Support Portal (https://helpdesk.tcsedsystem.edu).

First-time passwords for new users, and reset passwords for existing users, are

set to a unique value for each user and changed after first use.

4.4. Protecting Passwords

All passwords are to be treated as highly sensitive, confidential information, and
are not to be shared with anyone else, including co-workers, managers,
administrative assistants, IT staff members, or others. Everyone who needs
access to a system will be given their own unique password.

Employees may never share their passwords with any outside parties,
including those claiming to be representatives of a business partner with a
legitimate need to access a system.

Passwords must not be inserted into email messages or other forms of
electronic communication.

Do not use the "Remember Password" feature of applications (e.g.,
Outlook, or browsers such as Firefox or Internet Explorer etc.).

Employees should take steps to avoid phishing scams and other
attempts by hackers to steal passwords and other sensitive information.

Employees must refrain from writing passwords down and keeping them at
their workstations.

4.5. Enforcement

Violation of this policy may result in the removal of electronic resources access

and/or discipline in accordance with the employee handbook.

RELATED DOCUMENTS

Data Inci

CONTACTS

Highly Sensitive Data Policy
Privacy and User Awareness and Training Policy

dent Notification Policy

Mobile End-User Device Policy

e Information Technology
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