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Policy 1028 (S) AI in the Workforce is a Community Solution Education System administrative policy 
that University of Western States has adopted. 

UWS is a member of The Community Solution Education System (The System), an integrated nonprofit 
system of six colleges and universities working together to advance student success and community 
impact. Through a centralized infrastructure and distinct model of governance, universities within The 
System work together to achieve success in an ever-changing higher education landscape.  

The System administrative policies, denoted with an (S) after the UWS policy number, are governing 
principles that serve to mandate or constrain action System-wide, and many apply to every affiliate. 
These policies help employees ensure compliance with applicable laws and regulations, enhance the 
System's mission, promote operational efficiencies, and/or reduce institutional risk.  

Administrative policies intended to apply System-wide must undergo each affiliate's individual approval 
process. Revision to existing or development of new administrative policies must follow the approval 
process outlined by the System.  

To read the full policy scroll to page 2. 
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1. POLICY STATEMENT 
The Community Solution Education System supports the responsible use of artificial 
intelligence (AI) tools to improve efficiency and creativity. Employees may use AI to 
assist with work tasks, provided they verify accuracy, protect confidential information, 
and comply with applicable laws and policies. Employees should never use AI to 
replace human judgement decisions. Employees are responsible for ensuring they 
do not disclose sensitive data via AI platforms or create misleading or harmful 
content through use of AI. Employees are accountable for their use of AI and must 
exercise care, integrity, and transparency.  

 

2. PURPOSE 
The Community Solution recognizes that the use of generative Artificial Intelligence 
tools (e.g. ChatGPT) ("AI Tools") can increase employee productivity and foster 
innovation, and the System supports the use of AI Tools in a safe, ethical, and 
secure manner. At the same time, improper use of AI Tools can pose risks to our 
operations across the System and its colleges and universities. 
The purpose of this Generative AI Use in the Workplace Policy (this "Policy") is to 
provide employees with guidelines for the responsible use of AI Tools while 
protecting the System and mitigating the risk of misuse, unethical outcomes, 
potential biases, inaccuracy, and information security breaches. 
Employees are responsible for using AI Tools in a productive, ethical, and lawful 
manner and in accordance with the provisions of this Policy. 

 
3. APPLICABILITY 
This Policy applies to all The Community Solution employees in the course of their 
employment when using AI Tools for authorized business purposes, including in their 
dealings with third-party agents and vendors, and when using an employee's 
personal devices for authorized business purposes. 
[A list of permitted and prohibited AI Tools is annexed to this Policy as Exhibit A.] 
 
4. DEFINITIONS 

 

4.1 Artificial Intelligence (AI)  
Computer systems or tools that can perform tasks typically requiring human 
intelligence, such as generating text, analyzing data, recognizing patterns, or 
making predictions. 
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4.2 AI Tool 

Any software, platform, or system that uses artificial intelligence to generate, 
analyze, or process information (e.g., chatbots, generative AI, predictive 
analytics tools). 
 

4.3 Generative AI 
A type of AI that creates new content, such as text, images, audio, or code 
based on prompts or input data. 
 

4.4 Confidential Information 
Any non-public information belonging to the System, employees, clients, or 
partners that must be protected under law, contract, or policy, including, but not 
limited to, personally identifiable information (PII), educational records, health 
or financial data, internal communications, passwords, proprietary information 
(e.g., intellectual property, research data, internal strategies, business plans, 
etc.), and any other data not intended for public disclosure whether belonging 
to the System or obtained through third-party systems in conjunction with their 
job duties. 
 

4.5 Human Oversight 
The responsibility of employees to review, verify, and take accountability for AI-
generated outputs before they are used in workplace decisions or internal or 
external communications.  
 

4.6 LLM-based AI Tool 
An application powered by a Large Language Model (LLM), which is a type of 
artificial intelligence trained on large datasets of text to recognize patterns, 
understand context, and generate written responses. Examples include 
chatbots, text generators, and coding assistants. 
 

4.7 System, The Community Solution, Organization 
“System”, “The Community Solution”, “Organization” includes The Community 
Solution Education System and its affiliated institutions, along with any employee 
accessing Information Technology resources. 
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5. PROCEDURES 
5.1 Compliance with Related Policies and Agreements  
This Policy is intended to add to, not contradict, limit, or replace, applicable 
mandatory rules, policies, legal requirements, legal prohibitions, and contractual 
obligations, all of which remain in full force and effect. Any use of AI Tools under this 
Policy must comply with the relevant policies, internal controls, and guidelines of the 
System including but not limited to: 

• Code of Ethics and Business Conduct Policy. 

• Anti-Harassment/Anti-Discrimination Policy. 

• Information Security Policy. 

• Confidential Information Policy. 

• Privacy by Design Policy. 

• HIPAA Notice of Privacy Practices and related HIPAA Compliance Policies 
and Procedures. 

• External Privacy Notices and Personal Information Processing Policies and 
Agreements. 

• Competitive Intelligence Policy. 

• Copyright Protection and Use Policy. 

• Corporate Patent Policy. 

• IT Resources and Communications Systems Policy. 

• Vendor Due Diligence Procedures and Preferred Provider Programs. 

• Highly Sensitive Data Policy. 

• Code of Ethics Professional Conduct. 

• Recordings of Meetings Policy. 
 

5.2 Acceptable use (“Acceptable Use”) of AI tools by employees with outputs 
reviewed and validated, includes the following: 
• Enhancing productivity and efficiency in work-related tasks. 
• Data analysis and decision support within ethical guidelines. 
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• Automating repetitive tasks to improve workflow. 
• Assisting in research and content generation. 

 
5.3 Prohibited use (“Prohibited Use”) of AI tools includes the following: 

• Sharing without verification false or misleading information. 
• Engaging in unethical, illegal, or discriminatory activities. 
• Processing or storing sensitive personal or confidential company data without 

authorization. 
• Making autonomous decisions that impact employees, Student, Faculty, or 

stakeholders without human oversight. 
• Disclosing confidential, proprietary or personally identifiable information. 

• Interfering with the performance of their jobs or the jobs of other employees. 

• Using AI to generate work product without authorization. 

• Creating or distributing AI-generated content that misrepresents authorship. 

• Deploying (downloading) AI tools without IT review or security validation. 
 

5.4 Data Privacy and Security 
• AI tools must comply with all applicable data protection laws and System 

policies. 
• Employees must not input confidential, proprietary, or personally identifiable 

information into AI systems unless explicitly authorized. 
• AI-generated outputs should be reviewed and validated to prevent biases and 

inaccuracies. 
 

5.5 Human Oversight and Accountability 
• AI should be used as a support tool, not as a replacement for human 

judgment. 
• Employees are responsible for the accuracy and appropriateness of AI-

generated content before its use or dissemination. 
• Any decision made with AI assistance must be reviewed and approved by an 

appropriate supervisor. 
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5.6 Compliance and Monitoring 
• The organization reserves the right to monitor AI usage to ensure compliance 

with this policy. 
• Violations of this policy may result in disciplinary actions, up to and including 

termination of employment or legal consequences. 
 

5.7 Guidelines for Using AI Tools 
The System retains the right to monitor all employee use of AI Tools. When using AI 
Tools in the workplace, employees must use them only for purposes authorized by a 
supervisor in writing and in accordance with the terms and provisions of this Policy. 

• Use System provided email address for log-in credentials. 

• Do not enter any System, employee, student, or third-party confidential, trade 
secret, or other personal or proprietary information into a prompt for an AI Tool 
unless expressly authorized in writing by the Director of Information Security. 

• Avoid using offensive, discriminatory, or inappropriate content.  

• Generative AI is unreliable and the System strongly recommends that all content 
streaming from generative AI is thoroughly reviewed and validated before using 
or forwarding to others inside or outside the System environment to: 

• ensure information does not contain biased, offensive, or discriminatory 
content;  

• ensure the proper use or disclose personal or confidential information; and 

• verify accuracy or reported facts with other trusted sources, especially when 
using LLM-based AI Tools like ChatGPT. 
 

5.8 Reporting Non-Compliance with This Policy 
If you become aware of an actual or potential violation of this Policy, or have reason 
to believe that any of the following has been downloaded to or installed on the 
System’s networks, systems, or devices, you must promptly disclose this fact to IT 
Tech Support or Information Security with all relevant evidentiary information: 

• An unlicensed AI Tool, if usage requires a license. 

• An AI Tool that has not been approved for use according to this Policy. 

• An AI Tool that is used outside of the approved manner or scope. 
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• An AI Tool that poses an identified, unaddressed security risk or contains any 
material defects or malicious code. 

The System prohibits any form of discipline, reprisal, intimidation, or retaliation for 
reporting a violation of this Policy. 
 
5.9 Enforcement 
Violations of this policy may result in progressive disciplinary action, including 
termination of employment, as per the System’s policies. 
 
5.10 Policy Review 
This policy will be reviewed annually and updated as necessary to reflect changes in 
technology, regulations, applicable law and the System’s practices. 

 
6. CONTACTS 

• Younes Aouad, Director of Information Security 
• Rick Merrick, Chief Information Officer  
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Exhibit A - Permitted and Prohibited AI Tools 
This Exhibit A is not an exhaustive list of AI Tools that the System permits or prohibits, 
but merely a guide to assist employees in complying with this Policy. The System 
expressly reserves the right to change, modify, or delete the items in this exhibit without 
notice. 
Permitted AI Tools 

• ChatGPT 

• Otter.ai 

• Zoom AI Companion 

• Co-Pilot 

• Grammarly 
Prohibited AI Tools 

• DeepSeek 
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